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Initial Token Distribution

Description

The _rTotal of tokens are sent to the msg.sender when deploying 
the contract. This could be a centralization risk as the msg.sender 
can distribute tokens without obtaining the consensus of the 
community.

Recommendation

We recommend the team be transparent regarding the initial 
token distribution process..
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Centralization Risk (Major)

Description

To bridge the gap in trust between the owner and users, the 
owner needs to express a sincere attitude regarding the 
considerations of the administrator teamʼs anonymity. The owner 
has the responsibility to notify users about the following 
capabilities:

→transfer ownership of the contract through transferOwnership()

→renounce ownership of the contract through
renounceOwnership()

→exclude from fee through excludeFromFee() 

→include in fee through includeInFee() 

→set liquidityFee, marketingFee, stakingPoolFee and teamFee
 through setTaxes() 

→set marketingAddress through updateMarketingAddress()

→set teamAddress through updateTeamAddress()

→set stakingPoolAddress through updatestakingPoolAddress()

→set swapAndLiquifyEnabled through setSwapAndLiquify
Enabled()

→set maxTxAmount through setMaxTxAmount() 

→set maxWalletAmount through setMaxWalletAmount() 

→set minTokenBeforeSwap through 
updateMinTokenBeforeSwap()



 

Recommendation

We advise the client to carefully manage the owner account's 
private key to avoid any potential risks of being hacked. In general, 
we strongly recommend centralized privileges or roles in the 
protocol to be improved via a decentralized mechanism or via 
smart-contract-based accounts with enhanced security practices, 
e.g. Multisignature wallets.

Indicatively, here are some feasible suggestions that would also 
mitigate the potential risk at the different levels in terms of the 
short-term and long-term:

→Time-lock with reasonable latency, e.g., 48 hours, for awareness 
on privileged operations;

→Assignment of privileged roles to multi-signature wallets to 
prevent a single point of failure due to theprivate key;

→Introduction of a DAO/governance/voting module to increase 
transparency and user involvement
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Appendix

Finding Categories

Gas Optimization
Gas Optimization findings refer to exhibits that do not affect the
 functionality of the code but generate different, more optimal EVM 
opcodes resulting in a reduction on the total gas cost of a transaction.

Mathematical Operations
Mathematical Operation exhibits entail findings that relate to mishandling 
of math formulas, such as overflows, incorrect operations etc.

Logical Issue
Logical Issue findings are exhibits that detail a fault in the logic of the 
linked code, such as an incorrect notion on how block.timestamp works.

Control Flow
Control Flow findings concern the access control imposed on functions, 
such as owner-only functions being invoke-able by anyone under certain 
circumstances.

Volatile Code
Volatile Code findings refer to segments of code that behave unexpectely 
on certain edge cases that may result in avulnerability.

Data Flow
Data Flow findings describe faults in the way data is handled at rest and in 
memory, such as the result of a structassignment operation affecting an 
in-memory struct rather than an instorage one.

Language Specific
Language Specific findings are issues that would only arise within Solidity, 
i.e. incorrect usage of private or delete .
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Coding Style
Coding Style findings usually do not affect the generated byte-code and comment 
on how to make the codebase more legible and as a result easily maintainable.

Inconsistency
Inconsistency findings refer to functions that should seemingly behave similarly yet
contain different code, such as a constructor assignment imposing different require 
statements on the input variables than a setter function.

Magic Numbers
Magic Number findings refer to numeric literals that are expressed in the codebase
in their raw format and should otherwise be specified as constant contract variables
aiding in their legibility and maintainability.

Compiler Error
Compiler Error findings refer to an error in the structure of the code that renders it 
impossible to compile using the specified version of the project.

Dead Code
Code that otherwise does not affect the functionality of the codebase and can be 
safely omitted.
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